Laboratorium 2

Zaawansowana konfiguracja i zarzgdzanie zaporami
sieciowymi D-Link NetDefend cz.2.

1. ,,Druga” podsieé¢ na interfejsie

LAN

IP: 192.168.1.0/%

192.168.1.222/24 192.168.2.34/24

Na potrzeby éwiczenia nalezy ustawi¢ na komputerach recznie adresy IP jak na
rysunku powyzej oraz recznie podac¢ adresy serweréw DNS: DNS1: 157.158.3.1
DNS2: 157.158.3.2.

W ksigzce adresowej utworzy¢ obiekty dla lokalnej podsieci i lokalnego adresu IP

| - Address Book

=775 The Address Baok contains symbolic names for varous types of addresses, including IP networks and Bhemet MAC addresses.

I_] Add -

Narme = Addrass - User Auth Groups = Comrents -
 all-riets 0.0,0.0/0 All possible networks
4 InterfaceAddressas

2 lanZ_ip 192.168.2.1

& lanznet 192.168.2,0/24

E| | Ohije \il Right-click on @ row for additional options.

i e Interface Addresses



W gtéwnej tablicy rutingu dodac¢ trase routingu do lokalnie przytgczonej sieci na

interfejsie LAN. WpisaC jako Local IP Address adres, ktory ma zosta¢ dodany na
interfejsie zapory sieciowej jako adres lokalny.

_H“ Route

Aroute defines what interface and gateway to uze in order to reach a specified network.

Genersl -~ Prowy ARP | Moritor Monitored Hosts

i+ | General
Interface: lan e
= Routing
Hetwork: lanZnet i - Routing Tables
Gateway: (Mone) i T [ mein
Local IF address: | [anz_ip i h
hetric: 100
& Comments
Comments:

Utworzy¢ regute NAT maskujgca ruch z ,drugiej” podsieci do Internetu.

lan2towan

#a IP nule specifies what action to perform on i traffic that hes the specified filter criteria.

General Log Seftings MAT | SAT | Multiplex SAT

_5_, 7 General
Name: lan2towan
S =+ g Rules
ion: NAT v
=- § P Rules
Service: all_tcpudpicmp v § lan_to_wvan
Schedule: (None) v
# / Address Filter
Specify source interface and source ri, together with destination interface and destination network. Al parz
Source De
Interface: lan NG any
Network: lanZnet v all-nets
# ) Comments

Comments:



2. Uwierzytelnianie dostepu do Internetu

Internet

x S - Authentication required
/A
e e
Username: |
Password:
“Submit

zadanie http

Dopuszczenie uzytkownika do Internetu nastgpi po jego uwierzytelnieniu sie
poprzez podanie nazwy uzytkownika i hasta na stronie logowania. Dane do
uwierzytelniania mogg zosta¢ pobrane z lokalnej bazy danych lub z serwera typu
RADIUS. Wylogowanie moze nastgpi¢ recznie lub po uptywie ustawionego czasu
nieaktywnosci.

Na potrzeby ¢éwiczenia nalezy ustawi¢ na komputerach recznie adresy IP z
podsieci 192.168.1.0/24 oraz recznie poda¢ adresy serwerow DNS: DNS1:
157.158.3.1 DNS2: 157.158.3.2.

Zmieni¢ port stuzgcy do zdalnego zarzgdzania zaporg przez http.
% Remote Management Settings

Setup and ig hods and permissions for remote of this system.
General
g_)_] General
$SH Before Rules: Enable SSH traffic to the security gateway regardless of configured IP Rules.
WeblI Before Rules: Enable HTTP(S)traffic to the security gateway regardless of configured IP Rules.
WiebUI Idle timeout: 300 Number of seconds of inactivity until the HTTP(S) session is closed.
Local Console Timeout: | ang Number of seconds of inactivity until the local console user is automatically logged out.
‘alidation Timeout: 30 Specifies the amount of seconds to wait for the administrator to log in before ing to the previ
I WebUI HTTP port: 20s0| I Specifies the HTTP port for the web user interface.

WebUl HTTPS port: 443 Specifies the HTTP(S) port for the web user interface.
HTTP$S Certificate: HTTPSAdminCert W Specifies which certificate to use for HTTPS traffic. Only RSAcertificate DFL-260

=1 g3 System

{1 Date and Time
@ DNS

7} Remote Management

Utworzy¢ lokalng baze danych uzytkownikdédw nastepnie doda¢ uzytkownika oraz
hasto.

% Local User Data a Local User Database % user-auth

% hhanage the lnsal u: 47 General a A local user database contains user accounts used
a A local uzer databaze cont:
| g User Authertication
- (@ Local User D el
- Name: [ add »
| External User D ‘ [ Local UszrDatabase EE: user-auth =
g Bocountng Servers @ 2 - 3
s Adrinl ame ¥ roups ¥
@ User autherticaton Rules IO R



UtworzyC regute uwierzytelniania uzytkownikow: wybra¢ agenta uwierzytelniania,
rodzaj bazy danych, interfejs oraz podsiec do uwierzytelniania.

userauth
The User Authentication Ruleset specifies from where users are allowed to authenticate to the system, and how.
General Log Settings Authentication Options : Accounting Agent Options ) Restrictions
%/ General
Name: userauth = g User Authertication

=)@ Local User Databases

FAdathentication agent:  HTTP v
I8 AdminUsers

Fathentication Source: v

Local L users
Interface: lan v {46 External User Databases
Originator IP: Gnrat 3 g &Accouming Servers T

- S User suthentication Rules

Terminator IP: (None v \ TS 3

iHehe) g Authentication Seftings

# ) Comments

Comments:

Wskaza¢ baze danych, z ktérej majg by¢é pobierane dane do procesu

uwierzytelniania, oraz zdefiniowaé czasy po ktérych nastgpi
wylogowanie.

LDAP servers

Fosailable Selected _

| ] | ]

# 7 Timeouts

Idle Timeout: 1200 seconds

Session Timeout: 3600 seconds

D Use timeouts received from the authentication server.

“ Note that if no timeouts are ived, OR if this checkbox is unchecked, the above ings will be used.

RADIUS Method: | Lnencrypted password (PAP) W E‘ - g6 User Authertication
Local User DB: v| | B-[@Local User Databases

-8 AdminUsers
} a users
@E)dernal User Databases
; '&Accouming Servers
-5 User Authertication Rules
“ % Authertication Settings

samoczynne



W ksigzce adresowej utworzyC obiekt dla uwierzytelniania uzytkownikow.
Wprowadzi¢ grupe adresow IP oraz nazwe grupy uzytkownikow.

3 authed_users
General User Authentication

= DFL-1600 4 authed users
- g System 3 = 2 General
=] Objects

User Authentication

# ) General

e Groups and user names that belong to this network object. Cbjects that filter on
-1, 2 Address Book
o InterfaceAddresses nets in the Rules section

ac

Comma-separated list of user names and groups:

3 Use an IP4 Address item to define a name for a spec

Name authed_users

IP Address: |192.1es<1.0'24 I

D No defined credentials
Chedking this box specifies that this network cbject requires user authentication, but th
means that the network object only requires that a user is authenticated, but ignores a1

#) Comments

Usung¢ istniejgcy reguty LAN to WAN. Utworzy¢ regute IP ( Allow — reguta nr. 1)
zezwalajgcg na ruch http stuzacy do uwierzytelniania i kierowany do interfejsu
zarzgdzajgcego zapory sieciowe;.

3 firewall_http

#n P rule specifies what action to perform on network tratfic that matches the specified filter critera.

General  Log Setngs | MAT | SAT | Multiplex SAT

# ] General
Name: firewall_htep
Hetion: Allow
Service: | hetp
Schedule: | (Nane) w

i/ Address Filter

and destination network. Al parameters hawve to match for the rule to match.

Fource Destination
Interface: lan core
Metwork: lannet L lan_ip

Utworzy¢ regute IP ( NAT — reguta nr. 2) zezwalajgca na ruch do serweréw DNS.

§ NAT DNs

General " Log Settings

# ) General

NAT | SA

w

AT Server Load Balancing

§ An IP rule specifies what action to perform on network traffic that matches the specified filter oiteria.

S NAT_DNS

Action: MAT I
Servios: dns-all P 1
Schedule: [Mone) P

#/ Address Filter

L)

# Specify source interface and source network, together with destination interface and destination netweod. All parameters have to match for

the rule to match.

Source Destination,
Interface: lani s any
MNetwaork: laninet P all-nets

# /) Comments




Utworzy¢ regute IP (NAT — reguta nr. 3) zezwalajgca na dowolny ruch dla
uzytkownikow uwierzytelnionych.

g NAT all

A0 IP il specifies what action to perform on network traffic that matches the specified fiter criteria.

General Loy Settings MAT SAT ; Multipl=x SAT

%/ General

Name: MAT_all

HAction MAT

Senvice: all_services

Schedule: | (Mone) -
4/ Address Filter

Specify source interface and source network, together with ion interface and ion networke, Al have to match for the rule to match.

Source Destination

Interface: lan any
Netwark: auth_users b all-nets w

Utworzy¢ regute IP (SAT — reguta nr. 4) przekierowujgcg ruch http uzytkownikéw

nieuwierzytelnionych na strone logowania.

HTTP_FRW

A0 P nule specifies what action to perform on network traffic that matches the specified filtber critena.

Log Settings | MAT | SAT

Genersl Mutiplex SAT
i/ General
Hama HTTP_FRW
Fetion: SAT
Service: | hup
Sohedule: | (Hone) v

i/ Address Filter

Specify source interface and source network, together with destination interface and destination network. Al hawe to match for the rile to match.
Source Destination
Irterface lan A
Hetwork: lannet » all-nets

Utworzy¢ regute IP (Allow — reguta nr. 5) przekierowujgca ruch http uzytkownikéw
nieuwierzytelnionych na strone logowania.

§ nhtp

furd

0 IF rule specifies what action to parform on network traffic that matches the spacified filter criteria.

General - Lo Seftings | MAT | SAT | Multiplex SAT
%/ General
Name: hep_fud
Fetion Allow v
Service: http A
Schedule: | (Mone) A4

%/ Address Filter

Specify source interface and source network, together with d ion interface and destination network. Al have to match for the rule to match.
Source Destination
Interface: lan any
Hetwork: lannet » all-nets

Zapisac¢ i aktywowac konfiguracje.



3. Mapowanie portu (serwer wirtualny)

WAN

WWW Server
172.17.100.10
/.

DMZ

LAN

lll,IP: 192.168.1.0/24 '

Na potrzebe c¢wiczenia przywrdci¢ ustawienia domysine zapory. W ksigzce
adresowej dodac obiekt dla serwera WWW.

' SERVER ADDR

7-) _l.lumlNAﬂ;mmwdeﬁleam for a specific IP4 host, network or range.

General 'U;eir Au?ﬁén{i;afiﬁ i |

# General

Name: SERVER_ADDR

Address: 172.17,100.10

# Comments

Comments: | Adres serwera dolaczonego do DMZ

Utworzy¢ regute IP wykonujgca akcje SAT.

General - LogSeftings | NAT | SAT | Multiplex SAT | General | LogSettings | NAT ) SAT

# General #] General

Name: HTTP-map Translate the

=~ Source IP
Action: SAT v =
(@ Destination IP
Service: http-in v o
Schedule: | (None) v New IP Address: | SERVER_ADDR ¥
New Port:

# Address Filter

Specify source interface and source network, together with ination interface and ination network. All have to match for the rule

to match.

Source Destination

Interface: any v core 57
Network: all-nets v lan_ip v




Utworzy¢ regute IP wykonujgca akcje NAT — aby umozliwi¢ dostep z sieci lokalnej
przez adres publiczny do serwera.

HTTP-map-NAT
8

An |P rule specifies what action to perform on network traffic that matches the specified filter criteria.

| General Log Settings NAT SAT Muttiplex SAT

# ) General
Name: HTTP-map-NAT
Action: NAT v

Service: | http-in

Schedule: | (None)

# Address Filter

Specify source interface and source network, together with interface and network. All have to match for the rule
to match.
Source Destination
Interface: lan v core b/
Network: all-nets v lan_ip b

Utworzy¢ regute IP (Allow) zezwalajgca na ruch do serwera WWW.

An IP rule specifies what action to perform on network traffic that matches the specified filter criteria.

3 allow-HTTP

‘ General Log Settings NAT SAT Multiplex SAT

#/ General

Name: allow-HTTP
Action: Allow
Service: http-in

Schedule: | (None)

# ) Address Filter

Specify source interface and source network, together with ion interface and ion network. All have to match for the rule
to match.
Source Destination
Interface; any v core
Network: all-nets v lan_ip

Zapisac i aktywowac konfiguracje.



