SYLLABUS

Name: loT Networks (InfAAu-IOT>SM1I0TN19)
Name in Polish:
Name in English: loT Networks
Information on course:
Course offered by department: Faculty of Automatic Control, Electronics and Computer Science
Course for department: Silesian University of Technology
Default type of course examination report:
ZAL
Language:
English

Course homepage:

https://platforma2.polsl.pl/rau2/course/view.php?id=999

Short description:

The objective of the course is to deliver to the students the latest and up-to-date knowledge on advanced networking and communication
technologies within the Internet of Things world, covering low and high-level protocols. That includes theoretical and practical approaches.
Description:

Lectures

« detailed program content:

Network protocols used in Internet of Things systems: WiFi, Bluetooth, Bluetooth Low Energy, 6LOWPAN, LoRa, MQTT, CoAP

» teaching methods used, including distance learning methods and techniques:

Lecture supported by a multimedia presentation. Film materials available on the remote education platform.

Lectures are not compulsory.

Laboratory:
A number of laboratory scenarios will be given to students to solve real-life networking problems. We mostly use remote labs (https://
iot.aeu.polsl.pl)

The laboratory is implemented on real devices of the Internet of Things. Laboratory instructions are available on the remote education
platform.

ECTS: 2

Total: 60h (contact hours 30h / self study 30h)

Lecture 15h

Labs 15h

Self study: self-paced learning via PZE, report writing, literature and documentation study
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Learning outcomes:

The student understands the theoretical foundations of security in 10T systems, including authentication, encryption, and access control
mechanisms, and can explain how they relate to general principles of computer security. K2A_WO03 (exam, labwork grade/report grade)

The student has in-depth knowledge of loT-specific security threats (e.g. device spoofing, firmware attacks, side-channel attacks) and is
familiar with advanced protection mechanisms tailored for resource-constrained 0T devices and networks. K2A_WO06 (exam, labwork
grade/report grade)

The student knows the architecture of typical 10T networks (e.g. LoORaWAN, Zigbee, NB-10T) and is able to select and apply appropriate
data transmission technologies and communication protocols depending on the requirements of a given IoT application. K2A_W14
(laboratory report, self evaluation on-line quiz)

The student is able to design and carry out experiments using l0T devices and tools for analyzing and simulating 10T networks, interpret
the obtained results (e.g. latency, range, packet loss), and formulate conclusions regarding the efficiency of network solutions. K2A_U07
(laboratory report)

The student effectively collaborates in a project team while carrying out tasks related to the design, testing, and analysis of 10T network
operation, and is also capable of taking on the role of team leader, coordinating the work across various project stages. K2A_U15
(laboratory report)

Assessment methods and assessment criteria:

USOS: Szczegdty przedmiotu: INfAAuU-IOT>SM1IOTN19, w cyklu: <brak>, jednostka dawcy: <brak>, grupa przedm.: <brak>
Strona 1 z 2 21.07.2025 07:48




Passing the quizzes on the IOTOPENEU E4 and IOTOPENEU M modules (online) is mandatory. Lectures are not compulsory.

The credit is obtained on the basis of graded reports from each of the laboratory exercises. Attendance at laboratory classes is
compulsory.

The obtained grade is the arithmetic mean of the grades obtained from all laboratory reports. The student's activity during classes may
influence the grade.

Final grade is a weighted average of the laboratory work (LAB) and on-line-based Quizzes (Q), evaluating theory:

final grade = 0.7*LAB + 0.3*Q

where LAB is calculated as an average of all laboratory exercises given to the student to implement.

Laboratory work is evaluated based on the performance of the student during the labs and based on the report provided.

The syllabus is valid from academic year 2025/2026 and its content cannot be changed during the semester.
Course credits in various terms:

Informatics, full-time master degree studies 3 sem. (InfAAu-SM3)
Type of credits Number First term Last term

European Credit Transfer System (ECTS) 2 2020/2021-Z
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